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Code “10”

What is a Code 10?7 That was
a question that many of you
were asking when you com-
pleted your PCI DSS question-
naires. This quarter we want to
let you know what a Code 10
means.

Code 10 is a term used by the
Card associations to refer to
suspicious or questionable
Transactions, Cards, or Card-
holders.

If you are suspicious of a Card
Transaction, contact your Voice
Authorization Center and re-

quest a Code”10” Authorization.

Simply say, | have a “Code 10”
when you call the Voice Au-
thorization Center to question
the transaction without alerting
the Cardholder. Follow the in-
structions given to you on how
to proceed to minimize any dis-
comfort between you and the
Cardholder. (information pro-
vided by NOVA Network)

Office of the Treasurer is always

concerned about our depart-
ment employees and we never
want you to put yourselves in
harms way. If you do not feel
comfortable with retaining the
card, if instructed to do so by
the Voice Authorization Center,
we advise that you simply re-
turn the card to the Cardholder
and ask for another form of
payment or terminate the trans-
action. Your safety comes
first!

Once the person leaves your
location, note in writing his or
her physical characteristics and
any other relevant identification
information.

Remember Payment Card

Services is always here to help
you with your credit card pay-
ment options, security needs,
and training.

Simply contact us at
pmtcards@indiana.edu or by
phone at 855-0586.

Also don’t forget that located on
your terminals’ side panel are
the phone numbers and infor-
mation for Voice Authorization
Center, as well as Terminal
Support and Merchant Support.
These numbers can be of assis-
tance to you if you are unable to
reach Payment Card Services in
an emergency.

Merchant Daily Report Truncation

Payment Card Services terminal credit card number truncation should have already been completed. For
those departments that have completed the truncation of the daily reports which prints a list of all the
credit card transactions that were processed during the day, we would like to thank you. There are also
some of you who tried to do the truncation and it did not work. If you fall into this category please call me
immediately so that | can get your POS terminal reprogrammed.

Are your terminals still printing the full customer credit card number on the merchant receipt?

When a receipt is truncated it masks all of the credit card number except the last four digits. If you find
that your credit card terminals are still printing the full credit card number on the merchant copy of the
receipt we must know as soon as possible so that it can be changed. This process will help Indiana
University protect cardholder data. The longer you wait to make these changes the more you put
your department at risk of a breech of this data. Contact Payment Card Services by email at
pmtcards@indiana.edu. Or call Kim Stuart at 856-5838.
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I Wireless Terminal I

You are not seeing double we
now have TWO wireless ter-
minals!

Payment Card Services now
has TWICE the capability for
you to conduct business off site
by using our new Verifone
Omni 3700Vx wireless termi-
nals. We are currently renting
these new wireless terminals to
departments and would like to
make sure that they will work at
several different locations.

It’s been a great success!

We have had several depart-
ments use our wireless termi-
nals and they were able to
successfully transact busi-
ness offsite.

If you haven’t given it a try;
what are you waiting for?

A rental fee of $20.00 per event
will be assessed to your depart-
ment if you would like to use
one or both of the terminals. If
you have an event and you
would like to accept credit
cards please consider using our
new Verifone Omni 3700Vx.
Simply contact Payment Card
Services at
pmtcards@indiana.edu.

Better Signed Than Sorry

How many times has a customer presented their card for payment
and on the back in the signature panel was printed “See ID?” Did you
take the card? See ID does not make the credit card valid which is
true for all card types. If that unsigned card falls into to the wrong
hands, anyone can use it. Now Payment Card Services has a tool
you can use to educate (after all we are an institution of higher educa-

tion) your customers.

Visa has made available to us some flyers
to pass out to those customers that haven't

VISA

signed their credit cards. These flyers also Better Signed ™

give the merchant some tips on what you
must do when presented with an unsigned

card.
Such as:
e Ask for positive ID

e Make sure card is signed before

completing sale

e Compare signatures on card and

sales draft

Than Sorry!

[f your unsigned Visa card falls into the
rong hands, anyone can use your account.

hen you present a signed card for payment, a merchant can
erify your identity as the rightful Visa cardholder by comparing your
frignature on the sales draft to the signature on the card,

[ the card is not signed, the merchant must

Ask you for some form of positive ID.

Make sure the card is signed before

If your department would like some of these flyers please contact Pay-
ment Card Services at Supply Request

Closed Merchant Accounts

When was the last time you used
your credit card terminal? If you
can’t remember then your mer-
chant account may be closed. If
you haven’t used your terminal
lately we will be sending you a
notice that you are inactive.

You must use your equipment on
a regular basis in order for your
merchant account to stay active.

If you try to use an account which
is no longer active your transac-
tions will not be processed even
though they may be on your termi-

nal. If you no longer use the
credit card terminal in your de-
partment then it should be re-
turned to Payment Card Ser-
vices. As well as any manual
imprinters and credit card sup-
plies.

All payment card equipment is
the property of the Office of the
Treasurer. Please send unused
credit card equipment to:

Treasury Operations, Poplars
205,Bloomington Campus, Attn:
Kim Stuart.
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Revenue Processing Tutorial-It’s live!

The purpose of Policy VI-120
Revenue Processing is to edu-
cate , train, and implement best-
in-class revenue processing pro-
cedures that standard-
ize revenue process-
ing across similar
functions with efficient
solutions character-
ized by strong controls
to reduce the risk of
fraud and/or loss.

The Office of the
Treasurer, Treasury Operations

Notice: The Office of the
Treasurer is currently
working on an abbreviated

tutorial for part-time hourly

employees.

has developed an online tutorial
which complements the on cam-
pus training. All employee must
attend an on campus training,
however if they can not attend
one of the
upcoming
trainings
then they
can take the
tutorial as a
step toward
compliance

with policy VI

-120. This tutorial will help rein-

Revenue Processing Training

As stated in the Revenue Process-
ing Policy VI-120, the Office of the
Treasurer will hold periodic training
sessions for all employees involved in
revenue processing. These training
sessions will alternate across cam-
puses. Attendance at a training ses-
sion is mandatory for revenue proc-
essors prior to the inception of reve-
nue processing. We are making
every attempt to schedule the training
sessions so that they can accommo-
date as many of your employees as
possible without disrupting your daily
business activities. The training will
be given in two and a half hour ses-
sions.

Future campus trainings will be

IU Pay Card

force those processes which have
a great effect on revenue proc-
essing at Indiana University.

If you have questions about the
Revenue Processing Tutorial
please direct them to Revenue
Processing email at
rorm@indiana.edu. Or visit the
website at http://
www.indiana.edu/~iutreas/rpa-
oncourse.htm.

announced after the new year.

Melody Amato is responsible for Revenue
Processing Support. If you have any ques-
tions concerning the Revenue Processing
Training please contact Melody. You can
reach her at mamato@indiana.edu or 856-
5516.

HAPPY
HOLIDAYS!

Direct Deposit is the preferred
method of paying employees,
but what if you have an em-
ployee who doesn't have a
checking account? Or how
about that employee that is
working overseas and needs
their pay. The solution is IU Pay-
card and this option is now avail-
able.

The IU Paycard is a prepaid Visa
debit card issued by Chase Bank
that can be used by university

INDIANA UNIVERSITY

CHASE ©

DERIT

VISA

departments to make payments
for a wide variety of applications.

e Alternative to issuing checks
e Revolving fund disbursements

e Employees traveling interna-
tionally

There are many more uses for the
Paycard so check it out. Please
contact Ruth Harpool at 855-3910
or Mary Byrde at 855-3274 if you
would like more information.
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Treasury Operations

The Poplars Building
400 East Seventh Street
Bloomington, IN 47405-3085

Phone: 812-855-8587
Fax: 812-855-3863
E-mail: pmtcards@indiana.edu
moneymov(@indiana.edu
rprm@indiana.edu

Visit our website at:

www.indiana.edu/~iutreas/

Is your department paying for credit
card supplies?

Payment Card Services has them
for free!

Just click the link below to order
what you need.

http://www.indiana.edu/~iutreas/ema
il/supply_request.html

INDIANA UNIVERSITY

Office of the Treasurer

What’s In Tl'eaSllI'y-Services We Can Offer

Treasury Operations is always available to provide training sessions as well as
information on various topics and services we can offer. Whether you are new
to IU, new to the position, or would just like to understand our services better,
Treasury Operations can help. You can arrange training through Diane
Thrasher at dthrash@indiana.edu. and she will set up a time for Treasury to
meet with you and/or your staff. Some of the topics covered in each areas

training are:

Payment Card Services
POP/E-Check
Electronic Commerce
Fraud/Chargeback’s
Electronic Business

IU Pay
PCI DSS

Banking Services

Cash Handling

Banking Operations

ACH & Wire Transfers

Fraud Prevention & Detection

Lockbox
Remote Capture

Important Phone Numbers

e [U Money Movement/Banking Services
e [U Payment Card Services

e 24 hr. Terminal Help Desk (Credit Cards)
e  Voice Authorizations (Visa & MC)

e  Voice Authorizations (Discover)

e  Voice Authorizations (Amex)

e  NOVA Customer Service (Tara Dyer)

Let Us Know

We want and need your feedback in
order to make this a more useful publi-
cation. Please submit any ideas or is-
sues you would like to see addressed in
this publication to the Office of the
Treasurer, Treasury Operations at
dthrash@indiana.edu. Use the subject
Newsletter Feedback.

If you would like to be added to or de-
leted from the newsletter distribution list,
please let us know. You should email
your name, title, department, campus
address, phone, fax and email address
to dthrash@indiana.edu.

812-855-9268 moneymov@indiana.edu
812-855-0586 pmtcards@indiana.edu
1-800-777-7240

1-866-401-4852

1-800-347-1111

1-800-528-2121

1-800-725-1245 ext. 8091

Send us an email!
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